
Mail 

Mail 

Postfix: SMTP – Sends and receives mails 

Dovecot: IMAP – Mailbox 

 

DNS 

mail IN A <IP> 

@ IN MX 10 mail.<FQDN>. 

Note that an MX record is not strictly necessary, but it may be required. 

 

CA 

The certificate needs to have a SAN field for the corresponding FQDN. 

 
Postfix 

apt install postfix 

When prompted: Internet site 

When prompted: dmz.worldskills.org 

 

cp mail.dmz.worldskills.org.pem /etc/ssl/certs/mail.pem 

cp mail.dmz.worldskills.org.key /etc/ssl/private/mail.key 

chmod 777 /etc/ssl/certs/mail.pem 

chmod 777 /etc/ssl/private/mail.key 

 

nano /etc/postfix/main.cf 

Make sure these lines looks like this: 

 

 

nano /etc/postfix/master.cf 

Make sure these lines look like this: 



 

systemctl restart postfix 

 

Dovecot 

apt install dovecot-imapd 

nano /etc/dovecot/conf.d/10-auth.conf 

Make sure this line looks like this:S 

 

nano /etc/dovecot/conf.d/10-ssl.conf 

Make sure these lines look like this: 

 

systemctl restart dovecot 

 

Local users 

adduser jamie.oliver --allow-bad-names 

 

Thunderbird 

S 



 

 

 


